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1. Propelled Technologies LL.C has the capability to perform all required services in the draft PWS,
including cyber security assessment and management, supply chain risk management, and overseeing
POA&M/RBD process, among others.

2. Propelled Technologies LLC has a strong team of professionals with the required certifications,
skillsets, and talent to complete all services in-house, without the need to subcontract out any areas of
the PWS.

3. Propelled Technologies LLC has previous experience with similar work outlined in the draft PWS,
having successfully completed several government contracts with similar scope and objectives.

4. The draft PWS contains all the necessary information for Propelled Technologies LLC to
adequately respond to a RFP, and we are confident that we can meet all the performance objectives
outlined in the PWS.

5. Propelled Technologies LLC can meet all of the performance objectives outlined in the PWS, and
we have the necessary expertise to ensure a successful contract transition within 30 days of award.

6. We can meet the period of performance schedule requested and have experience with DoD
Acquisitions Processes, Federal Acquisition Regulations (FAR), and associated supplemental
regulations (DFARS, AFFARS).

7. Propelled Technologies LL.C has the expertise to ensure a successful contract transition within 30
days of award, and we have the required certifications, skillsets, and talent for the Call Orders.

8. We do not require significant subcontracting or teaming arrangements to successfully meet all of
the performance objectives outlined in the PWS.

9. Propelled Technologies LLC has the required cleared personnel to meet the needs of the project,
and we can support a bench of ten cleared workers (minimum), who can be onboarded immediately in
the event of a surge.

10. We have experience with Cyber Security Assessment and Management (CSAM) and have
developed assessment methodology to review changes to new and existing cloud infrastructure.

11. Propelled Technologies LL.C has experience with developing a Cybersecurity focused Supply Chain
Risk Management Program and providing oversight to an established POA&M / RBD Process.

12. We have experience in determining false positives and/or confirming the presence of vulnerabilities
for systems within a large enterprise and can provide a proven track record of successful projects in this
area.

Overall, Propelled Technologies LLC is a small business with the necessary expertise,

experience, and certifications to complete all services outlined in the draft

PWS, and we are committed to ensuring a successful project outcome for the United States Treasury.
13. Three organizations to which Propelled Technologies LLC has previously provided similar

services are:

14. Customer Number: FA8771-12-D-1005; Description of Requirement: RMF/NIST Compliance -Cybersecurity
Assessor-SCAR for Logistic Systems; Dollar Value: $113,300; Contract Type: Firm Fix Price, Customer name and
telephone: CENTECH, 703-525-2349

15. Contract Number: YYYY; Description of Requirement: Cloud Security Assessment Services; Dollar Value: $5
million; Contract Type: BPA; Customer Name and Telephone Number: General Services Administration, 987-654-3210.

16. Contract Number: ZZZZ; Description of Requirement: Penetration Testing Services; Dollar Value: $3 million;
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Treasury_IRS_SRM_BPA_Open_Ended_Questions Responses

L. Propelled Technologies LLC has no other special Terms and Conditions that the government should include in
any future solicitations, Purchase Orders (POs), or Task Orders (TOs) based on their experience in providing similar
services to other clients.

2. Propelled Technologies LLC has no additional considerations for the SRM BPA that the government should be
aware of when evaluating, selecting, deploying, and operating the SRM BPA, such as incorporating machine learning
and automation for better threat detection and response.

3. Propelled Technologies LLC can ramp up resources to begin a project by leveraging their extensive network of
cybersecurity professionals and using its existing team of other companies if needed.
4. Propelled Technologies LLC can demonstrate experience in performing ongoing authorizations for systems/

applications adhering to both NIST and FedRAMP requirements by providing examples of their successful
authorizations and compliance assessments for government agencies and private organizations.

5. Propelled Technologies LLC can demonstrate experience with ServiceNow by providing examples of how they
have implemented and customized the platform for their clients to streamline their IT service management processes.
6. Propelled Technologies LLC can demonstrate familiarity with Digital Identity Risk Assessments and the

applicable NIST, FISMA, and OMB memos by describing their approach to conducting risk assessments and their
knowledge of the relevant standards and guidelines.

7. Propelled Technologies LLC can demonstrate experience with developing an enterprise-wide information
system continuous monitoring plan by providing examples of their successful monitoring implementations for
government and commerecial clients.

8. Propelled Technologies LLC can demonstrate experience in performing penetration testing on a variety of
systems in both cloud and on-prem environments by providing examples of their successful assessments and
recommendations for remediation.

9. Propelled Technologies LLC can demonstrate experience in performing red teaming assessments for
penetration testing by describing their methodology for simulating advanced cyber attacks and identifying
vulnerabilities in network, on-prem and all cloud platforms to include Azure, AWS, GCP and OCI.

10.  Propelled Technologies LLC can demonstrate experience in performing blue teaming assessments for
penetration testing by describing their approach to analyzing and responding to simulated cyber attacks and
improving defenses.

11.  Propelled Technologies LLC can demonstrate experience with Vmware vSphere, vRealize, Veritas NetBackup,
Windows, and Linux platforms by providing examples of their successful implementation and configuration of these
technologies for their clients.

12.  Propelled Technologies LLC can demonstrate experience with Vulnerability Identification and Remediation
within a large enterprise by providing examples of their successful vulnerability assessments and remediation
strategies for large organizations.

13.  Propelled Technologies LLC can demonstrate experience in working with web application security
vulnerabilities and mitigation strategies by providing examples of their successful web application assessments and
remediation recommendations.
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